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Abstract: Resource sharing and aggregation provides the foundation for large-scale distributed applications. It has
been a very challenging problem to determine access control policies for aggregated resources. And the
composition of access control policies is the key to the problem. To regulate policy composition and guarantee its
correctness, it is necessary to build formal framework to express policy composition and reason about properties
of policy composition. Algebra is a typical, natural tool for expressing policy composition. Because existing
formal frameworks for policy composition do not explicitly take attributes into account, they fail to support
composition of policies concerning entity’s attributes. To solve this problem, we propose an algebraic model for
composing access control policy at the attribute level (4PoCA4). In this model, an entity is represented by a tuple
value of attributes and an access control policy is modeled by an authorization relation between entities, and
furthermore complex access control policies can be formulated as expressions of the algebra. In addition, we use
several examples to demonstrate the expressiveness of APoCA and discuss several algebraic properties of policy
expressions. Finally, a translator is devised to convert our policy expressions into logic programs, which provides
the basis for the implementation of access control for aggregated resources.
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ismember(u, Ar(n,---,r.)) = {

Table 1 Translator pe2ip: from policy algebraic expressions to logic programs.
F 1 BEAS pelip WIS B IE A B P
E' pe2lp(E")

{(ismember(?z, Ao(o,-++,0,)): —ismember(?z,A.s(sl,---,sm)))p |(s1,~~~,sm,ol,~~-,on)e p}

if p#3 ,D otherwise .

FéG {(ismember(?z,A.o(yl,---,yn)) :—ismember(?z, As(x;,++,x,,))), <
(ismember(? z,B.o(y,,-+-,y,)) : —ismember(? z, Bl.s(xl,-n,xm)))F v

(ismember(?z, By.0(y,, . y,)) : —ismember(? z, B,.s(x,,-++, X,,)) )C}

Upe2ip(F)U pe2ip(G)

FéG {(ismember(?z, Ao(y,-+,»,)): ﬂ'smember(?z,A.s(xl,w,xm)))’, <«
(ismember(? z,B.o(y,,---,y,)) : —ismember(? z, B,.s(x,,- -, x,, )))f A

(ismember(?z,B,.0(y,, -, y,)) i —ismember(?z, By.s(x;,+, x,,)) )G}

Upe2ip(F)U pe2ip(G)

Flg {(ismember(?z, Ao(y,-+,»,)): ﬂ'smember(?z,A.s(xl,w,xm)))’, <«
(ismember(?z,Bl.o(y1,~~~,yn)) : —ismember(?z,Bl.s(xl,~~~,xm)))ﬁ, A =

(ismember(?z, By.0(y,, -+, y,)) : —ismember(? z, B,.s(x,,-+, X,,)) )C}

Upe2ip(F)U pe2ip(G)
F N {(ismember(? z,40(3,, -+, ¥,))  —ismember(? z, A.s(x1,~~-,xm)))l “—
‘ (ismember(? z,Bo(y,,-++,,)) i —ismember(?z, B.s(x,, -+, X,, )))ﬁ Atran(c, l)}
Upe2ip(F)
F éw G {(ismember(? z, Ao(g ). 8, (v, 2, ) i —ismember(? z, As(f,(x, x, ")+, 1,,(x,,, x,, '))), «
w= (S fngareni8,) (ismember(?z,B,.0(y,,++,y,)) : —ismember(?z, B,.s(x,,-++,X,))), A
(ismember(?z, B,o(y,",-+,»,"): —ismember(?z,B,.s(x, ', x,, )))G }
Upe2ip(F)U pe2ip(G)
(Slr' 8,00, ',On) ismember(?z, Ao(o,, +-,0,)) : —ismember(?z, A.s(s,,+,s,,))
c tran(c,i)

8 A A 5 £ AT (R0 %, — S PMI R (Attribute Authority, AA) A SO 5 2 5 35 2 JI PR3- 7 560 40 e 1) Jed A
RS 2 A5 AT 1) A AT A S 3 a8 T 455 7 R AR 9 S 8 EH A SR IT S
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D@ (b py I IR
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